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Common Hacker Technigues

o Direct Break-In

o Man-In-The-Middle
DNS Spoofing
Rogue Access Points
Connection Hijacking




‘ Direct Break-In




Direct Break-In Defense

o Windows
Built In Firewall in XP

Third Party Software Firewall
o Kerio Personal Firewall
o ZoneAlarm
o Sygate Personal Firewall

O Linux/UNIX

Turn off unused services
TCP wrappers

IPfilter (Solaris, BSDs)
IPtables (Linux)




XP Firewall (pre SP2)

% Metwork Connections

File  Edit Tools  Advanced

@Back - @ l.@ pSearch [1_

Wiew  Faworites Help

Folders -

=13
o

Address ‘:5 Metwork Connections

E

A Mame

Network Tasks Connection Malll'lager

Create a new

connection @R"’-N‘I’QM

Set up a home or small
office network

ﬁ Disable this netwark
device

% Repair this connection

LAN or High—Sp_l_:ed Internet

. Local Area Connection

Connection 3

R thi fi Disable
Iqﬂ ename this connection right click View Available
€ View status of this Status
conneckion L3 renair
Change settings of this P
conneckion

Bridge Conne

Create Shortg
Delete
Rename

Other Places

Br Control Panel
\d Iy Mebwork Places
[} My Documents

Tvpe Skatus

Connection Manager Disconnecked

-+ Wireless Metwork Connection 3 Properties

| General | wirsless NeTrIfé Advanced |

Internet Connection Fiewall

Frotect my computer and netwaork, by limiting or preventing
access ba this camputer fran the Internet

2am rore about Intermet Connection Firswall,
Internet Cannection Sharing

[ &llows ather netwark uzers ta connect through this
compuker's [nternet connection

Allaw ather network, uzers o control or dizable the
shared Internet connection

Learn more about Intermet Connection Sharing,

E”X| Advanced Settings

Services |Security Logging || ICMP |

Select the services running an wour netwark that Intermet users can
aCCETE.

Services

FTF Server
Internet Mail Access Protacal Wersion 3 [IMAP3)
Internet Mail Access Protocol Yersion 4 (IMAP4)
Internet Mail Server [SMTF]

mamsgs 3602 UDP
ostOmee F

Tabocol Wersio
Remate Desklop
Secure'web Server [HTTPS]
Telnet Server

Wieb Server [HTTR)

O “windows Media Farmat SDF [iexplore.exe)

[FOP3)

OOoooOoOofoooag

If pou're not zure how to set these properties, use -
the Metwork Setup ‘wizard instead. 3( Seftings.. | ) [ Add l [ Edt... ] [ Delete l
[ ok ][ cancel | [ ok ][ concel |




XP SP2 Firewall

E Network and Internet Connections

Qeek - © (T Oseach [ roders | [T7]-

Address | @ Network and Internet Connections

Metwork and Internet Connections

X

iection
at your workplace

Windows Firewall helps prolect your computer by preventing unauthorized users | office network
from gaining access to your computer thiough the Intemnet or & network.

JE0n (recommended] >
Thas setting blocks all outside sowces from connecting to this
computer, with the exceplion of those selected on lhe Exceplions tab.

CEJDont allow exceptions >

: ) -
Sdﬁhﬁmlmmunﬁhuﬂcwgnmm“ . Neat kC o
locations, such as apoits. You wall not be notified when \Windows - T e T
Frewal blocks programs. Selections on the Exceplions tab vall be

e or small office

Panel icon

~~ Windows Firewall

@ O Dff (not recommended)

Avoid using this selting. Tuming off Windows Firewall may make this
computer more vulnerable to viluses and intreders.

1 Wi Firewall?

| ok ][ cance |




‘ Man-In-The-Middle




Man-In-The-Middle Defense

Everything in SSL (check that certificate)
WWW.megaproxy.com

Use some sort of Virtual Private
Networking (VPN)

Creates an encrypted tunnel between you
and and some other server

o Encryption hides what sites you are accessing
o Encryption is tamper resistant

Most often used for remote access



SSL: the Certificate Check Should Alert
You to Tampering

security Alert E|

(5 [nfarmation you exchange with this site cannot be viewed ar
Y changed by athers. Howewer, there iz a problem with the zite's
: gecurnty certificate.

ﬂ The =ecurty certificate = from a trusted certifving authority,

ﬂ The zecurnty certificate date iz walid.

The name on the zecunty certificate iz nvald or does not
ratch the name of the zite

Do pou want to procesd?

T'es | | Mo | | Wiew Certificate




‘ How VPN changes access
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How do | get a VPN?

o Have an employer that supplies a
remote access solution

o Roll Your Own — Do It Yourself
It’s not difficult




An Employer Supplied VPN

O Pros

They did most of the work and/or paid for the
solution

You might get support
May protect you from questionable websites

o Cons
May only be available for Windows hosts
You’re not really on the internet anymore
May restricted you from any number of websites
Privacy: employer might record all sites you access
Policy: employer might disallow this type of use




‘ Corporate VPN & PROXY
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Need to use employers proxies

Internet Options

General | Secuity | Privacy | Cortent | Cmcntvi;wﬁi Pragiams | Advanced

Dialup and Virtual Private Network settings
f‘ @ RANYC2 ) Add..

Choose Settings if you need to configure a proxy
server for a connection.

RANYC2

ﬁ To set up an Internet connection, click
W) setup,

Remove

oD

Settings

Automatic configuration
Automatic configuration may override
use of manual settings, disable autom

Lo

Laj
Ch

Proxy server
DLIsa a proxy server For this connection (These settings will not
apply to other connections),
idd | (N} ) ﬁ.l_l al) | o
Byr F stvier For local ad
Dial-up settings
Liser | | i Properties j
Pa d ‘ | dvanced

7 Mozilla Firefox
-

Options
General
BB Connection Settings
(=3 i
H Locati
- ~ Configure Proxies to Access the Internet
Privacy age
") Direct connection ta the Internet
@ ~ Fonts () Manual praxcy configuration I
webFeatures | oot HTTP Praxy: | | port: [os0 ]| ..
551 Proxy: | | Park: |8|:|8|:| |
~ Langu : : -
Downloads . ETR Proscy: | | port: [eosn |
Seleck Gopher Praxy: | | Park: |8|:|8|:| | Lo,
SOCKS Host: [127.0.0.1 | Port: [o119 |
Advanced |- Defau SOCKS i SOCKS v5 -
; Mo Prascy Fars [localhos:, 127.0.0.1 || bow
- Connd (,.-@ Automatic prosy configuration LIRL:: )
S8t Uy} x|http:,l', com: 8083/ | .
-‘-‘-‘-‘-__|___ ___,_—-'-—F—'-
L K ] [ Cancel ]
ricel

-




Employer Filtering

File Edit View Go Bookmarks Tools Help

- - G @ [0 ¥ [GL

|| Custamize Links | | Free Hotmail | | Windows Media | | Windows

Blocked Site

http://www.hotbar.com/

Aecess to this site has been blocked because it appears to contain material that iz either
Incensistent with the Principles or could present a nisk te Secunty

Please refer to the Guidelines for Electronic Commmunications or call
Information Secunty & Privacy if you require fiuther mformation

The Wehsense category "Spyware" is filtered.

Done

) Wehsense - Access Denied - Mozilla Firefox
File Edit View Go Bookmarks Tools Help

@ -9 -0

7 -

|| Customize Links || Free Hotmal || windows Media || windows

Blocked Site

http://www.defcon.org/
Access to this site has been blocked because it appears to contain material that 1s either
Inconsistent with the Principles or could present a risk to Security

Please refer to the Guidelines for Electronie Communications or call
Information Security & Privacy if you require fither information

The Wehsense category “Hacking" is filtered.

) Websense - ecess Denied - Mozilla Firefox

File Edit Vew Go Bookmarks Tools Help

€@ -8 @ O ¥ [C

|| Customize Links | | Free Hotmail | | Windows Media | | Windows

Blocked Site

http.//www.broadbandreports.com/forum/vpn

Areess to this site has been blocked because it appears to contain material that is either
Inconsistent with the Principles or could present a nisk to Secunty,

Please refer to the Guidelines for Electronic Communications or call
Informatien Security & Prvacy € vou require futher information

The Wehsense category "'Message Boards and Clubs" is filtered.

Dane

%3 Websense - Access Denied - Mozilla Firefox

File Edit Yiew Go Bookmarks Tools Help

@ -8 @ o e

|| Customize Links | | Free Hotmail || Windows Media | | Windows

Blocked Site

http://mail google.com/

Access to this site has been blocked because it appears to contain material that is either
Inconsistent with the Principles or could present a risk to Security.

Please refer to the Guidelines for Electronc Communications or call
Information Security & Privacy if vou require fither information

The Wehsense category ""Web-hased Email" is filtered.

| >

Done




Roll Your Own — Do It Yourself

Easier Than You Think
o Microsoft VPN

o Use SSH tunnels
Works under Windows
Works under UNIX/Linux
Works under Macs
o Requires another computer you trust
somewhere else on the Internet
At your home
Collocated at a hosting facility or ISP
Purchase a shell account



Microsoft VPN

o Windows has a built in VPN, Microsoft’s PPTP

o It seems to have some security flaws
http://www.schneier.com/pptp-faq.htmi
http://www.schneier.com/paper-pptpv2.html

UNIX/Linux client: PPTP Client
UNIX/Linux server: Poptop

Cisco routers and firewalls can talk it too
Uses a modified GRE/IP (not TCP/IP)

If you only want to secure web browsing
there’s an easier way that’s more secure

O O O O O



VPN with SSH

o SSH Is Secure SHell

Available on just about every platform
Commonly considered “encrypted telnet”
But has much more

o Has port tunneling capability built in

o Has a SOCKS server built in
There’s two versions: 1 and 2

o Use version 2

o Use a newer server, there were some flaws in older
Implementations

Easy to use
Only uses a single TCP/IP port (default is 22)
No problems with Network Address Translation (NAT)




SSH Software

o Client

SSH
o Comes standard on UNIX/Linux/Mac OSX

o Free Windows clients: PUTTY
Easy download, no install (no admin rights needed)

O Server

SSHD on a remote host
o Comes standard on UNIX/Linux

o Free Widows server: opensshd
Easy download and install



Remote I1s UNIX/LInux

o SSHD is all ready there, just use it

o Use an any account you can log into
(root account not recommended)

o Buy a shell account that allows you
to ssh into (e.g. panix offers one at
$10/month or $100/year)



Remote 1s Windows

o Download the OpenSSH for
http://sshwindows.sourceforge.net/
o Install and start it
net start openssd
o Or if you currently use cygwin (ignore if you don’t
know what this is)
Download these packages -
o openssh
o cygrunsrv
o perl (not need for ssh, but we’ll use it later)
Configure it with ssh-host-config in a cygwin shell
o Answer privilege separation “no”
o Answer CYGWIN= “ntsec tty”
Start service with cygrunsrv —S sshd

o Windows user account MUST have a password




Remote i1s Windows XP (pre SP2)

Accept connections on port 22 (part 1)

General | Wireless Netwnrks| Advanced |

-+ Wireless Network Connection 3 Properties

Internet Conpech

access o this computer from the Internet

Pratect my computer and netwaork, by limiting ar pressenting

Learn more about Internet Cannection Firewall,

Internet Connection Sharing

computer's Internet connection

Learn more about Intermet Connechion Sharing.

[ ] Allows other netwark. users to connect through this

1

2

[f you're nat gure how to set these properties, use e m——
the Metwork, Setup Wizard instead. r Seftings... ]
[k ] [ Cancel l

?x

Advanced Settings

Sernvices | Security Logging | ICMP

JCCEEE,

Semnvices

B FTF Server

O Internet Mail Access Protocol Version 3 (IMAP3)
L] Internet Mail Access Pratocol Yersion 4 (IMAP4)
(] Intermet Mail Server [SMTF)

O msmsgs 12353 TCP

O msmsgs 12927 UDP

[ Past-Office Protocal Yersion 3 (POP3)

O Remote Desktop

[ Secure'web Server [HTTPS)

] Telnet Server

O web Server HTTP)

O 'windows Media Format SDE [igsplore. exe)

Select the services wnning an vour netwark, that [ntemet ugers can

" Y|

[[;h Add. Edt. |

ey S

| ok

] [ Caticel




Remote Is Windows XP (pre SP2)

Accept connections on port 22 (part 2)

Advanced Settings .

Services | Securty Logging || ICMP |

Service Settings

Description of service:

zsh

M ame or IP ad_u:lress_[fclr e:-gample 192.168.0.12] af the

DMH pour netwark:
g

{ your computer name or [P herf:)
— e 2

External Part number Far this service:

@2 k] @ TP OUDP

[nternal Part number For this service:

Y.

5|£ k. !|| Cancel |

| sdd. | [ Ede. | Delete

[ Ok, ] [ Cancel

Advanced Settings

Services | Security Logging | ICMP |

Select the services nning an pour nebwark, that [ntermet ugers can
ACCETS.

Sernvices

' Server
O Internet Mail Access Pratocol Yersion 3 (IMAP3)
L Intermet Mail Access Pratocol Yersion 4 (IMAP4)
(] Intermnet Mail Server [SMTF]
O msmsgs 12353 TCP
[ msmsgs 12927 UDP
(] Past-Office Pratocal Yersion 3 [POP3)
O Remate Desktop
[ Secure‘wWeb Server [HTTPS)
C __i_ ssh 3
O Telnet Server
[ “web Server [HTTF)
[ *indows Media Farmat SDF. [iexplore. exe)

| Ak || Ede. | Delete

P .. ™

*:| ] |J| Cancel |




Remote is Windows XP SP2
Accept connections on port 22

£ . = 5
= Windows Firewall

Generalﬂ Exceptions ||)3.c|vanc:ed|
2 N

‘indows Firewall helps protect pour computer by pre
from gaining access to your complker thraough the Intg

@ (%) On [recommended)

Thiz zetting blocks all outzide sources fran
camputer, with the exception of thoze zele
[ Don't allow exceptions

Select this when you connect to publi
locations, such az airports, vou will no

1 Firewall blocks programs. Selections o
igniored.

@ ) Off [not recommended)

Avoid using this setting. Turning off *Winda
camputer more vulherable to viruzes and i

Wwhat elze should | know about “Windows Firewall?

General | Exceptions | Advanced

Windows Firewall is blocking incoming network connections, except for the
programs and seraces selected below. Adding exceptions allows some programs
to work better but might increase your secunty risk,

Programs and S ervices,
Mame
fing
Femote Assistance 1

& &
O UPAP Framework

Fia

. 2 . .
Display a notification when Windows Firewall blocks a program

izk; Il i ions Y

[ ok ][ conce |

Add a Port

|Jze these settings to open a port through Windows Firewall. To find the port

number and protocol, consult the documentation for the program or senvice you
want to use.

Nome Y |
Port number: @ a |

@®TCP CupP

‘what are the nisks of opening a port?

Change Scope

To specify the set of §
option below.

puters for which this port or program is unblocked, click an

To specify a custom kst, type a list of IP addresses, subnets, or both, separated by
COMMas.

(%) Any computer [including those on the Intemet)
() My network [subnet) only

(") Custorn fist

Example: 192.168.114.201,192.168.114.201 /255.255.255.0

J

[ ok Cancel |




Remote is Windows XP SP2
Accept connections on port 22

L 2 " "
= Windows Firewall

General | Erceptions | Advanced

Windows Firewall iz blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions allowes some programs
to work, better but might increase your securty nsk.

Frograms and Services:

M ame

[ File and Printer Sharing
[ Remate Azsistance

] Remoate Desktop

S5H

O UPAP Framewark,

| 4ddProgam.. | | AddPot. || Edt. ||  Delste

Dizplay a notification when Windows Firewall blocks a program

What are the rizks of allowing exceptiong?

(] ] [ Cancel




Open Inbound Port 22 on External Firewalls

Home users: remember to open up and map port 22
on your router/firewall to your internal server

®) Forward - Mozilla Firefox |’._||’E|@
File Edit ‘jew Go Bookmarks Tools  Help

<}Z| - Bp - l%] - @ | hitpi/f192.168.1, LfFarward.asp v G |

| Customize Links || Free Hotmail || Windows Media || Windows

L INKSYS®

A Division of Cisco Systems, Inc. Firm

Wireless-G Broadband Router with SpeedBooster
Applications
- ) ACCESS Applications S
& Gﬂmlng Setup Wireless Security Restrictions & Gaming Administration

Port Range Forvward DhZ

Port Range

Port Range Forward

Port Range Certain ap) llllf
Application Start End Protocol IP Addres=s Enable
=<h o[22z | |TCP w| 1321881107
o [to @ | |Both v | 18216810 ] et
| L : | R | . the data to thggs
< >

Done




Client: Start SSH with SOCKS
o UNIX/LInux:
$ ssh —D9119 user@remote-host.com

o Windows: PUTTY

X PuTTY Configuration

Categorny:
=R 5 ezzion
Logging
[=- Terrninal
K.eyboard
EBel
Featurez
= Wirdom
Appearance
Behaviour
Tranzlation
Selection
Colours
= Connection
Prosy
Telnet
Rlogin
= 55H
Auth

2 e

Bugz

B azic optionz for your PuT T seszion

Specify pour connection by host name or IP address

Host Mame [or IF address] Fart
daani:-:E.paniH.curﬁ-) | | 22 |

Pratacal:
) Raw (" Telnet () Rlogin - () 55H

Load, zave or delete a stared sesszion

Saved Sessionz

Default Settings Load

Save

diald

Delete

Cloze window an exit;

o Always (o Mever (%) Only on clean exit

Categorny:

[=- Seszion
Logging
[=- Terrninal
K.eyboard
Bell
Featurez
= Wirdom
Appearance
Behaviour
Tranzlation
Selection
Colours
= Connection
Prosy
Telnet
Rlogin
= 55H
Atk

Tunnelz

Bugz

[ Open l [ Cancel

&% PuTTY Configuration

Optionz controling S5H tunnelling

#17 fanwarding
[ ]Enable %11 forwarding
# digplay location |

Femate =11 authentication pratocol
(%) MIT-Magic-Cookie-1 () %D M-uthonization-1

Part forwarding

[ ] Local ports accept connections from ather hosts
[ ] Remate ports do the same [S5H w2 only)

Remove

Forwarded ports:

09113

Add new fonwarded port: \\"'\-‘.. 3
Source port 1 1] [

Destination | — |

) Local ) Remote 2{3;3 Dynamic Y
4 E Qpen 5 Cancel




Have the SSH key before hand

o First time use will prime key on client side
o UNIX/Linux/Cygwin —

$ ssh cuzuco.com
The authenticity of host ‘cuzuco.com (196.12.190.248)" can't be established.
DSA key fingerprint is 71:87:41:2c¢c:17:¢8:82:96:95:12:74:c7:79:ab:al:7d.

Are you sure you want to continue connecting (yes/no)?

o Windows (PuTTY) —

PuTTY Security Alert

AN

The server's host key is not cached in the registry, You
hawve no guarankee that the server is the computer wou
think. it is.

The server's dss key Fingerprint is:

ssh-dss 1024 fe:ae: 10:fa:9d:be:b5: 87 c5ee:04:8F:c 31 a3 a0 34
IF wou brust Ehis hiosk, hit Yes o add the key to

PUTTY's cache and carry on connecking,

If wou wank ko carry on connecking just once, withouk
adding the key ko the cache, hik MNa.

If wou do nok trust this haost, hit Cancel to abandon the
conneckion,

Yes | | Mo | | Cancel




Server key Is different
(probable attack)

o UNIX/Linux/Cygwin —

$ ssh cuzuco.com

000eeEEEEEEEEEECEEEEEACAEEEEAECACACEEEEEACAEEEEEEACACEERAEAE
@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @

000EeEEEEEEEEEEECEEEEEACAEEEEAEACACEEEEEACAEEEEAEACACEERAEAE
IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-
middle attack)!

It 1s also possible that the DSA host key has just been
changed.

The fingerprint for the DSA key sent by the remote host is
2b:84:cb:4a:d0:ea:05:13:50:3a:96:13:47:61:01:3d.
Please contact your system administrator.

Add correct host key in /net/u/l16/b/bsw/.ssh/known_hosts to
get rid of this message.

Offending key in /net/u/16/b/bsw/.ssh/known_hosts:90

DSA host key for cuzuco.com has changed and you have requested
strict checking.

Host key verification failed.



Server key Is different
(probable attack)

o Windows (PUTTY) —

PuTTY Security Alert

" WARMNIMG - POTENTIAL SECURITY BREACH!
L

The server's host key does nok match the one PUTTY has
cached in the reqgistry, This means that either the

server administrator has changed the host kew, or wou
hawve actually connected to another computer pretending
to be the server,

The new dss key fingerprink is:

ssh-dss 1024 2b:84:cbi4a:d0:ea:05:F3:50:34:96:F3:47:61:01:3d
If wou were expecting this change and trust the nesw ke,
hit %es to update PUTTY's cache and continue connecting.
If wou wank ko carry on connecking buk without updating
the cache, hik Mo,

If wou want ko abandon the connection complekely, hit
Cancel, Hitting Cancel is the OMLY guaranteed safe
chioice.

Yes | | Mo | | Zancel




Firefox to use SOCKS

“+ Google - Mozilla Firefox

r

Options

@ Connection Settings

General

) ~ Configure Proxies to Access the Internet )
H () Direck connection to the Internet :

Privar e Blank Page
¥ (%) Manual praxy configuration

@ HTTP Proxy: |

Web Features S5L Proxy: | | Port: |g080
s & Colors, .
T FTP Proxy: | | Park: J
|

Port:  |3020

[ =] |8DBD |
= Gopher Proxy: | |_Fort: |=3|:|8|:| |
B load =
Hrimnacs OCKS Host: [127.0.0.1 | Port: [9119
g : ) | snguages. ..
() SOCKS wd  (3) SOCKS WG " I
Advanced Mo Prowy for: |lacalhost, 127.0,0.1 |

Example: .mozilla.org, .net.nz

Q Aukomatic prasxey configuration LIRL: Check bow

| | Reload
ok J [ concel | fosstines.
L Ik J [ Zancel




|E to use SOCKS

X Local Area Network (LAN) Settings

Internet Options !z

| Geneld.! Secuﬂy; | -Privacy. Conterk ) ogiams | Advanced | Automatic configur ation
I8¢ spthiinat oy clck T e e e o, [osrms e
Setup. ! '

Aut ically detect setti
Dialup and Virtual Private Network. settings [ Automatically detect settings
[ & Ranve2 (2aa ) [[Juse automatic configuration script

) Proxy server
Choose Settings if you need to configure a proxy Settings... —_
server for a connection, Usea prodyedbver For your LAN (These settings wi apply to
di

() Never dial a cornection al-up or ¥PN connections),

() Dial whenever a network connection is not present Address: | | Part: l l

Al dial my default ti
(_J B e o LA S ‘ [CIBypass proxy server for local addresses

rEr

Local Area Network (LAN) settings
LAN Settings do not apply to dial-up connections. ‘ LAM Settings... ’ Proxy Settings
— ™

Choose Settings above for dial-up settings.
2 % Type Proxy address to use Part
HTTP: 3

ok J[Ccomeed ] ion

Secure |I
FTP: [
Gopher: [ -
Socks: i B
e same praxy server for all protocols
Egph'ons

%l Do nat use proxy server for addresses beginning with:
4

Use semicolons ( ; ) to separate entries.

[ OK ][ Cancel ]




My home IP address
changes all the time

o Use a free dynamic DNS service such as

dyndns.org
zoneedit.com

o Use an agent on your machine to automatically update the
IP to a static name or it maybe built into your router.

LINKSYS®

A Division of Cisco Systems, Inc.

Wireless-G Broadhand Router wi

SEtup ACCESS Applicatio

Wireless Security Restrictions & Gaming

| DDMS | MAC Address Clone |

DOMS Service: DwnDOMS.org |

Uszer Mame: ‘prElEiinI: ‘
Password: ‘---------------- |
Host Mame: ‘prEIE’Iinc.theip.net

Internet [P

Address: 678113142

Status: DOME iz updated successfully



The Problem with SOCKS

Client does a DNS lookup and then sends that
IP to the SOCKS server. DNS spoof attack may
still succeed.



‘ Use A Proxy Server as well




PROXY Software

o Client
Nothing need: It’'s built into the browser

O Server

UNIX/Linux
o Simple perl program
_Or_
o Squid
Windows
o Simple perl program (requires Cygwin or
ActiveState perl installed)
_Or_
o FreeProxy

There’s no shortage of proxy server software
written in C, perl, or java




Get the perl proxy

Can be found at
http://www.cis.upenn.edu/sdt/proxy.pl
—or-
http://www.cs.princeton.edu/—dabo/proxy/proxy.pl

Make a small edit

change
require "sys/socket.ph";

to
use Socket;



Perl for windows

o If you are running Cygwin you probably
all ready have perl

o Otherwise you can download a free copy
from ActiveState
http://www.activestate.com/Products/Download/

Download.plex?id=ActivePerl

o Alternatively if you have to download
something, you can just get FreeProxy
Instead of perl binaries and the perl proxy
program




Client: Start SSH with tunnel
o UNIX/Linux/Cygwin:

$ ssh —L.8080:127.0.0.1:5364 user@remote-host.com

o Windows: PUTTY

2% PuTTY Configuration
Category:
[=- Session Optionz contralling S5H tunneling
o1 L.aglglng 11 fonmarding
erming )
Kepboard ] Enable %11 fonwarding
Bel # display location
. Features Remote #171 authentication protocol
=1 Windaow () MIT-Magic-Conkie1 () #DM-&uthorization-1
Appearance
Behaviaur Port fonmarding
Tranzlation [] Local ports accept connections fram other hosts
Selection [] Remate ports do the zame [S5H v2 anly]
Colaurs Fonwarded parts:
=~ Connection
Frasy Le0s0  127.0.071:5364

Telnet
Rlagin
=] SSH &dd new forwarded pnrt

Source port3 -
1

Destination 12?’ 0.0.1:5364
O Remate 4 () Diynaric

2 [ Open H Cancel l

o If using FreeProxy change the number 5364
to 8080



Running The Proxy

o SSH into the remote machine
o Windows run -
If using FreeProxy, must start it before
If using perl
\per\bin\perl proxy.pl
o UNIX/Linux/Cygwin run -
$ perl proxy.pl




Firefox to use perl proxy

“J Google - Mozilla Firefox
&

Options

% Connection Settings

i3y~ Configure Proxies to Access the Internet

E () Direct connection to the Internet

el (%) Manual proxy configuration: I Use Blank Page

P Proxy: |127.0.0.1 | Port: |sos0 12
‘ 351 Promy: | Part:
|
|

weh A . .
& ETP Proxy: | FPort: :l [En:unts & Calars. .. ]
[ Gopher Proxy; | Port: :l
. SOCKS Host: | Pt |
() SOCKS w4 (3) SOCKS ¥5 s
{. Mo Prosey for: | lacalhost, 127.0.0.1 | '
Adv Example: .mozilla.org, .net.nz
Autamati Fiquration LIRL:
() Automatic proxy configuration In Check ow
| | Felnad )

L ok J [ Cancel l

Connection Settings. ..

I

L ok ] [ Cancel




IE to use perl proxy

Internet Options

Dial-up and Vitual Private Network settings
&8 RANYC2

To set up an Internet c
Setup,

ection, click Setup..

Choose Settings if you need to configure a proxy
server for a connection,

(%) Never dial a connection
() Dial whenever a netwaork connection is not present
() Always dial my default connection

Local Area Metwatk [LAN] settings

LAN Settings do not apply to dial-up connections.
Choose Settings above for dial-up settings.

(CET
2

[ ok ][ cena |

| Local Area Network (LAN) Settings

Automatic configuration

Aukomatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration,

[] Automatically detect settings
[]Use automatic configuration script

Proocy server For your LAN {These settings will not apply to
gr VPN connections).

Proxy Settings

Servers
o
¥ HTTP:

oxy address to use Part
E 127.0.0.1 |: | 2080

Secure: |
FTP: |
Gopher: | I's
Socks: | |:

®+ same proxy server for all protocols

Exceptions
Do ot use proxy server for addresses beginning with:
= 2

Use semicolons { ; ) to separate entries.

[ Ok ]I Cancel I




Perl Proxy does not support SSL Pass-though

Standard access (non-SSL) goes through proxy

SSL access goes direct



No SSL support is not that bad

o Since SSL Is one of the ways you can
secure yourself, only DNS spoofing can
happen

o Just watch for sites that have certificate
problems (as noted previously)

o Or use a proxy server that supports
SSL pass through (FreeProxy, squid)



Performance Considerations

o CPU
Encryption uses CPU cycles on both the client and
server

Usually only an issue if you have many clients on
a single slow server

o Bandwidth
The server must relay all traffic (doubles the data)

The server’s upload speed becomes the maximum
download speed (think home DSL line with slow

upload)




Other Considerations

o VPN tunnels require continuous
communication

If you roam from one AP to another, your
session will disconnect and you have to
reconnect it

If you loose association to the AP for any reason
(weak signal, noisy radio environment, AP
reboots) your session will disconnect and you
have to reconnect it
o If you need more than just web browsing
you may need a full VPN
PPTP

IPSec



Full VPN Combinations

Windows UNIX/Linux

native PPTP server Poptop server
Windows Windows

native PPTP client native PPTP client

Windows UNIX/Linux
native PPTP server FreeS/Wan or
UNIX/Linux UNIX/Linux OpenSWAN

PPTP Clinet (open source) FreeS/Wan or OpenSWAN



Other Good ldeas

O

O

O

O

Use Anti-Virus software
AntiVir
AVG Anti-Virus

Use Anti-Spyware

Spybot Search & Destroy
Ad-Aware

Use Anti-Browser Spoofing and Hijacking
Spoofstick
Ad-Aware
Don’'t Use IE
Firefox
Maxthon (was MyIE2)
Don’t Use Outlook
Thunderbird



Not limited to just WI-FI

o These technigues can be used on any
network not trusted, wired or not.

o Can also be used to tunnel out from
restricted networks.

o You don’t have to use port 22 for sshd,
YyOu can use any unused port. You can put
It on 443 if you are not running an SSL
web server. This port is always allowed
out through proxies. You can run it on a
random high port to “hide” it.



Stuck on the Corporate LAN/VPN?
SSH tunnel out

INTERNET '
N

CORPORATE
NETWORK




PuTTY can Tunnel Through Proxy

£ PuTTY Configuration

Categaory:
= Sessian Options controlling prosy usage
L'Dgging Prowy bppe:
¥ TE[HEZ;ILDard (O Mone () SOCKS 4 (O SOCKS 5
Bell () Telnet
Features Prosy hostname Port

[=- "Window ‘m "B'DED D
Appearance B Exclude Hosts/Ps

B ehavwiour

Tranzlation

S election [ ] Consider prowxying local host connections

Colours Do DMS name lookup at prosy end:

= Connecti Mo (%) &utg (iYes
1 @ Jzemame
Elne
Rlagin Fazsward
= 55H Telnet commarnd

Ath connect Zhost Zportin
Tunnels
Bugs

Open l l Cancel




We're Done

o All software noted In this document iIs
avallable at no cost

o The links for all of the software,
references and services can be found
at http://wifidefense.cuzuco.com/

o The home router/firewall/access point
screens are from a Linksys WRT54GS




